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INSTRUCTIONS: Please provide the following information. This Microsoft Word document is protected so that you can only type or paste in the boxed areas. Please submit this form via e-mail attachment to ndacan@cornell.edu. If you have trouble filling out this form, please call 607-255-7799.

To ensure the confidentiality of the individuals in the Restricted Data, the Archive requires that security measures are in place to protect the data from loss, theft, and unauthorized access. In this form, describe the data protection plan in detail. Methods for protection will vary among Investigators depending on available technology and personnel, but it is necessary that sufficient measures are put in place. The Restricted Data will not be distributed to the Investigator until the data protection plan has been approved by NDACAN.

Successful data protection plans will include a layered approach that provides multiple security controls with each of the following domains addressed:

· Physical security.  Physical media upon which the Restricted Data and its derivatives are stored should be physically unavailable to unauthorized users. An example of excellent physical security is a private, locked office on a university campus with a locked filing cabinet for detailed statistical output. 
· Electronic security. Computing resources used for storing or accessing the Restricted Data should be protected from malware, viruses, and network intrusion. An example of excellent electronic security is a stand-alone computer running anti-virus and anti-malware software that is only periodically connected to a network for essential software updates. 
· Access control. Access to the Restricted Data must be limited to authorized users. At least two different forms of user authentication should be provided for access. Forms of authentication include the following:
· something one knows, such as a strong password
· something one possesses, such as an office key, a smartcard, or a cell phone
· something that is inherent to the user, such as a fingerprint. 
· Administrative security. If additional Research Staff are needed for the project, the Investigator should employ trustworthy individuals who meet the licensing requirements. All Research Staff should be made aware of the Data Protection Plan requirements and be trained in how to follow the security procedures.  

1.	Who will be responsible for the day-to-day security of the Restricted Data?
	Name
	[bookmark: _GoBack]     

	Email
	     


2.	If the Restricted Data are provided on Master CDs or if backup copies of the Restricted Data are made on CDs or external hard drives, where will they be stored and who will have access? Please specify the building name and room number, describe where in the office the CDs will be secured, and list all individuals who will have access.
	     


3.	Complete an inventory of all the devices on which the Restricted Data will be stored and all the devices from which the Restricted Data will be accessed. The inventory should include storage media devices, such as computers with hard drives or network servers. Computers that are used for accessing (not storing) the data over a secure, remote connection should also be included. 

	Inventory of All Devices Used for Storage or Access

	Unique Identifier
	Device Description
	Storage Device or Access Device

	e.g., JD Office Computer
	e.g., The data will be stored on the hard drive of a Dell OptiPlex 990 running Windows 7. The computer is located in John Doe’s private, locked office.
	e.g., |X| Storage Device
|_| Access Device

	     
	     
	|_| Storage Device
|_| Access Device

	     
	     
	|_| Storage Device
|_| Access Device

	     
	     
	|_| Storage Device
|_| Access Device

	     
	     
	|_| Storage Device
|_| Access Device


If more rows are needed, you can unprotect the document and  copy and paste additional rows. 



4.	From the Inventory of All Devices table, list all the storage devices in the table below. For each one, indicate if the storage device is connected to the Internet and if it is a file server that provides remote access. 
	Additional Detail for Storage Devices

	Unique Identifier (as above)
	Is the Storage Device 
Connected to the Internet?
	Is the Storage Device a File Server?

	e.g., JD Office Computer
	[bookmark: Check3]e.g., |X| Yes	|_| No
	e.g., |_| Yes	|X| No

	     
	|_| Yes	|_| No
	|_| Yes	|_| No

	     
	|_| Yes	|_| No
	|_| Yes	|_| No

	     
	|_| Yes	|_| No
	|_| Yes	|_| No


If more rows are needed, you can unprotect the document and  copy and paste additional rows.

5.	Physical security
Describe the security arrangements for all the offices and buildings where copies of the Restricted Data will be stored. How will the storage devices be protected from theft, loss, and unauthorized physical access? Examples include key card building access, private offices with automatic locks, and using security cables to chain computers to desks.
Approved plans typically include workstations that are located on the premises of the Investigator’s institution, buildings with key card access, and private offices with automatic locks.
	     



6.	Electronic security
Describe how all the storage and access devices will be protected from malware, viruses, network intrusion, and unauthorized electronic access. Which devices have to be connected to the Internet? Which anti-virus, anti-malware, and firewall software will be used? Will the data be stored on an encrypted drive and if so, how? If the Restricted Data must move through a network connection, will the transmission be encrypted? Are there policies in place to use disk-wiping software when storage devices are being retired? 
Approved plans ideally include workstations with anti-virus, anti-malware, and firewall software that are not connected to the Internet (except for essential software updates). Plans involving internet-connected computers or network servers are acceptable if they are adequately protected. Use of whole disk or partition encryption is encouraged, especially if it is necessary for the Restricted Data to be installed on a laptop computer. A stated policy of using disk-wiping software is also encouraged. 
	     



7.	Access control
Describe how access to the Restricted Data files will be limited to authorized users. Two factor authentication is the ideal scenario for controlling access. For two factor authentication, authorized users must provide two of the following three forms of identification: (1) something that is known, like a password, (2) something that is possessed, like a key, or (3) something that is inherent to the user, like a fingerprint.  Which forms of authentication will be used? When will authentication be required, e.g. at computer login and after a brief period of inactivity? If passwords will be used, what is the policy about how complex they need to be and how often they have to be changed? 
Approved plans typically include possession of a key or key card to access the office where the Restricted Data are located and the use of user names and strong passwords at computer login and after a 10-15 minute period of inactivity. Strong passwords are defined as user-specific passwords that are used exclusively for accessing the Restricted Data, contain at least 9 characters, and include upper case, lower case, numeric, and special characters. 
	     



8.	Administrative security
In addition to providing physical and electronic security for the Restricted Data, administrative or personnel security is also necessary. Describe how the Investigator will assure that all authorized users understand the importance of protecting the Restricted Data, that they are familiar with the data protection requirements, and that they are putting the security procedures into practice?  How will Research Staff be trained and reminded about the requirements and how will compliance be monitored?
Approved plans typically include as few authorized users as possible, a stated policy of de-activating users immediately upon leaving the research team, and designation of an individual who is responsible for training and maintaining awareness about the data protection requirements and monitoring day-to-day compliance. 
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